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Legal information

Warning notice system

This manual contains notices you have to observe in order to ensure your personal safety, as well as to prevent
damage to property. The notices referring to your personal safety are highlighted in the manual by a safety alert
symbol, notices referring only to property damage have no safety alert symbol. These notices shown below are
graded according to the degree of danger.

A\DANGER
indicates that death or severe personal injury will result if proper precautions are not taken.

AAWARNING
indicates that death or severe personal injury may result if proper precautions are not taken.

A\CAUTION
with a safety alert symbol, indicates that minor personal injury can result if proper precautions are not taken.

CAUTION
without a safety alert symbol, indicates that property damage can result if proper precautions are not taken.

NOTICE

indicates that an unintended result or situation can occur if the corresponding information is not taken into
account.

If more than one degree of danger is present, the warning notice representing the highest degree of danger will
be used. A notice warning of injury to persons with a safety alert symbol may also include a warning relating to
property damage.

Qualified Personnel

The product/system described in this documentation may be operated only by personnel qualified for the specific
task in accordance with the relevant documentation for the specific task, in particular its warning notices and
safety instructions. Qualified personnel are those who, based on their training and experience, are capable of
identifying risks and avoiding potential hazards when working with these products/systems.

Proper use of Siemens products

Trademarks

Note the following:

AAWARNING

Siemens products may only be used for the applications described in the catalog and in the relevant technical
documentation. If products and components from other manufacturers are used, these must be recommended
or approved by Siemens. Proper transport, storage, installation, assembly, commissioning, operation and
maintenance are required to ensure that the products operate safely and without any problems. The permissible
ambient conditions must be adhered to. The information in the relevant documentation must be observed.

All names identified by ® are registered trademarks of the Siemens AG. The remaining trademarks in this
publication may be trademarks whose use by third parties for their own purposes could violate the rights of the
owner.

Disclaimer of Liability

We have reviewed the contents of this publication to ensure consistency with the hardware and software
described. Since variance cannot be precluded entirely, we cannot guarantee full consistency. However, the
information in this publication is reviewed regularly and any necessary corrections are included in subsequent
editions.

Siemens AG A5E02634981-01 Copyright © Siemens AG 2009.
Industry Sector ® 08/2009 Technical data subject to change
Postfach 48 48
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Using virus scanners 1

1.1 Preface

Important information about this whitepaper

The compatibility of the virus scanners recommended for PCS 7 and WinCC has been tested
with the systems. The recommended settings for these virus scanners have been chosen to
ensure the reliable real time operation of PCS 7 is not adversely affected by the virus
scanner software.

These recommendations describe how to discover and make effective as comprehensively
as possible the currently known, best possible compromise between the target, virus and
damage software, and ensure an as determinable as possible time response of the PCS 7
control system can be achieved in all operating phases.

If you choose different settings for the virus scanner, this could have negative effects on the
real-time behavior.

Purpose of this documentation

This documentation describes the recommended settings for virus scanner software in
combination with PCS 7 and WinCC following the virus scanner installation.

Required knowledge

This documentation is aimed at anyone who is involved in configuring, commissioning and
operating automated systems based on SIMATIC PCS 7 or WinCC. Knowledge of
administration and IT techniques for Microsoft Windows operating systems is assumed.

Validity of the documentation

The documentation applies to process control systems equipped with the respective product
version of PCS 7 or WinCC.

NOTICE

Note that certain virus scanners are only approved for certain product versions.

Additional information is available in the Internet at the following address:

http://support.automation.siemens.com/WW/view/en/10154608

Trend Micro Office Scan configuration V7.3 including Patch 2
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Using virus scanners
1.2 Using virus scanners

1.2 Using virus scanners

1.21 Introduction

Using virus scanners in a process control system is only effective when they are part of a
comprehensive security concept. A virus scanner alone cannot protect a process control
system against hostile attacks.

The security concept PCS 7 / WinCC is available on the Internet under:
http://support.automation.siemens.com

Virus scanners should comply with the requirements described in the security concepts of
PCS 7 / WinCC.

1.2.2 Definitions and information

Basic principle
The use of a virus scanner should never inhibit a plant in runtime.

Virus scanners

A virus scanner is a software that detects, blocks or eliminates harmful program routines
(computer viruses, worms, etc.).

Scan engine (scanner module)

The scan engine is a component of the virus scanner software that can examine data for
harmful software.

Virus signature file (virus pattern file or virus definition file)

This file provides the virus signatures to the scan engine, which uses it to search through
data for harmful software.

Virus scan client

The virus scan client is a computer which is examined for viruses and managed by the virus
server.

Virus scan server

The virus scan server is a computer which centrally manages virus scan clients, loads virus
signature files and deploys them on the virus scan clients.

Trend Micro Office Scan configuration V7.3 including Patch 2
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1.2 Using virus scanners

1.2.3 Principle structure of the virus scanner architecture

A virus scan server receives its virus signatures from the update server of the respective

virus scan manufacturer in the Internet or from an upstream virus scan server and manages
its virus scan clients.

Remote access to the virus scan server is available via web console.

Internet @

Virus scan server Web console

Virus scan client Virus scan client Virus scan client

Trend Micro Office Scan configuration V7.3 including Patch 2
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Using virus scanners

1.2 Using virus scanners

1.24 Using antivirus software

Information for configuration of local virus scanners

Note on installation

Integrated firewall of the virus scanner

The local Windows firewall is used as of PCS 7 V7.0 and configured with the SIMATIC
Security Control (SSC) component. The firewalls integrated in the virus scanners are
therefore not installed.

Manual scan (manual scan, on demand scan)

A manual scan should never be performed on virus scan clients during process mode
(runtime). This should take place at regular intervals, e.g. during maintenance, on all
computers of the system.

Automatic scan (auto-protect, on-access scanning)
With automatic scanning, it is sufficient to check the incoming data traffic.

Scheduled scan (planned search, on demand scan)
A scheduled scan should never be performed on virus scan clients during process mode
(runtime).

Displaying messages
To ensure that process mode is not inhibited, no messages should be displayed on the
virus scan clients.

Drives
To avoid overlapping scanning of network drives, only local drives are scanned.

E-mail scan
Scanning of e-mail can be disabled except on the engineering station which receives e-
mails.

Division into groups
Organize your virus scan clients in groups.

Deployment of the virus signature (pattern update)

The deployment of the virus signatures to the virus scan clients is performed by the
upstream virus scan server. Test the virus signatures in a test system before deploying
them in process mode to ensure that work correctly. Distribute the virus signatures
manually to the respective groups.

Update the virus scan engine
Do not conduct the virus scan engine update in runtime as these updates will probably
require you to restart the virus scan client.

The software installation must be carried out from a virus-free storage location (e.g. from a
file server with its own virus scanner or from a certified DVD). During the software
installation, automatic changes are often carried out in the operating system. An enabled
virus scanner must not obstruct or falsify the software installation.

Trend Micro Office Scan configuration V7.3 including Patch 2
Commissioning Manual, 08/2009, A5E02634981-01



Configuration 2

2.1 Introduction

Only Corporate Edition V7.3 of the Trend Micro "OFFICE Scan" virus scanner has been
approved for some versions of PCS 7. The settings described below that have changed in
comparison to the standard version were tested for PCS7.

Approved virus scanners for the following PCS 7 versions

You can find the latest overview of the virus scanners authorized for a PCS 7 version at the

following Internet address:
http://support.automation.siemens.com/WW/view/en/10154608

2.2 Integrated firewall
The "Install Enterprise Client Firewall" option can be disabled at the time of installation.

Trend Micro Office Scan configuration V7.3 including Patch 2
Commissioning Manual, 08/2009, ASE02634981-01
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2.3 Manual search

2.3 Manual search

Settings in the "Manual Scan Settings" dialog box
"Scan Target" area

® "Scan mapped drives and shared folders on the network" check box: Disabled

-

Manual Scan Settings &

Scan Target

" all scannable files

¢ Use IntelliScan- True file type identification

" Scan files with the following extensions (uze comras to zeparate entries):

ACE,.ARJ,ASP,.BAT, BIN,.BOO0, CAB, .CHM, CLA,.CLASS, .COM,.C5C,.DAT,.OLL, .DOC, D «
OT,.DRY, EML, EXE,.GZ,.HLP, HTA, HTM, HTML, HTT,.INI,.JAR, 15, JSE,.LNK,.LZH, .MDE,.M
PD,.MPP,.MPT,.MSG,.MS0, NWS, . OCK, OFT,.0%L,.PDF,.PHP, .FIF,.PL,.POT,.PPS,.PPT, PRC,

\RAR,.REG,.RTF, SCR,.SHE,.5vS, TAR,.VBE, VBS, VSD,.VES, VST, VXD, WML, WSF,.xLa, 7 |

¥V Scan compressed files:

Layers to zcan: |2«

[7~20 layers are not applicable to Windows NT/ 2000/ %P/ Server 2003 clients.)

Enable Exclusion list

Scan memory [not applicable to Windows NT/2000/ %P/ Server 2003 clients)
Scan boot area

Scan hidden falders

Scan for Spyware/Grayware

I e

Scan mapped drives and shared folders an the network

Figure 2-1 Dialog box "Manual Scan Settings"

Trend Micro Office Scan configuration V7.3 including Patch 2
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Configuration

2.4 Real-time Scan

24 Real-time Scan

Settings in the "Real-time Scan Settings" dialog box
"Scan Target" area
® Check box "Enable Real-time scan": Enabled
® "Scan Incoming File" check box: Enabled
® Option button "Use IntelliScan — Detect true file type": Enabled

® "Scan mapped drives and shared folders on the network" check box: Disabled

Real-time Scan Settings (7 I

M Enable Real-time Scan

Scan Target

' gean incoring file " gcan outgaing file " gean incoming and outgaing file

" all scannable files

* Use IntelliScan- all essential file types

" gcan files with the following extensions [use commas to separate entries):

."",.P.CE,.P.RJ,.P.SP,.BP.T,.BIN,.BOO,.CF\B,.CHM,.CLF\,.CLASS,.COM,.CSC,.DAT,.DLL,.DOC,.DOﬂ

T,.DRY,.EML,.EXE,.GZ, . HLP, . HTA, HTM, HTML, HTT,.INI, JAR, 15, .J5E, LMK, LZH, MDB, .MPD, MP
P, MPT, MSG,.MSO,.MWS, .0CK, OFT, OVL, PDF,.PHP, PIF, PL,.POT,.PPS, PPT,.PRC,.RAR, REG,.
RTF, SCR,.SHS,.57S, TAR,.VBE, VBS, VSD,.VES, VST, VXD, WML, WSF,.XLA,.XLS, . XLT, %ML, *|

W scan cornpressed files:

Layers to zcan: |2«

[7~20 layers are not applicable to Windows NT/ 2000/ 2P/ Server 2003 dients.]

Enable Exclusion list
Scan boot area (not applicable to Windows NT/2000/%P/Server 2003 clients)
Scan floppy during system shutdown

Scan for Spyware/Grayware

i | I Y

Scan mapped drives and shared folders an the network

Figure 2-2  "Real-time Scan Settings" dialog box: Figure 1 of 2

Trend Micro Office Scan configuration V7.3 including Patch 2
Commissioning Manual, 08/2009, A5SE02634981-01 11



Configuration

2.4 Real-time Scan

12

"Scan Action" area

e "Display an alert message on the client when a virus is detected" check box: Disabled

e "Use the same action for all types" check box: Enabled;
Setting selected for the "All Types" type in the "Action1" column: Pass

Scan Action

||- Display an alert message on the cient when a viru

s is detected

" Use Adivedcion- recommended actions by file type

' Use customized scan action [Action 2 is only performed if action 1 is not successful)

Tupe Action 1 Auction 2
Joke |Quarantine ;I
Trojan |Quarantine ;I
Virus |Clean | |Quarantine -
Test virus |Pass =
Spyware/ Grayware |Quarantine ;I
Packer |Quarantine ;I
Generic |C|ean = IPEISS JE3
Other |Clean ;I |Quarantine ;I
% Use the same action for all types |
Tupe Auction 1 Auction 2
Al Types ||Pass ;l |

V¥ Back up files before cleaning

GQuaranting direckory: |<Cumputername>
Specify a URL or a UNC path (e,

WWiofficeScan Server=Yofcscan!Virus]

g., HTTP:/f<OfficeScan Servers or

Savel apply to all I Cancel I

|ﬂi| [ane

w

l_ l_ l_ l_ E | Trusted sites

Figure 2-3  "Real-time Scan Settings" dialog box: Figure 2 of 2

Trend Micro Office Scan configuration V7.3 including Patch 2
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Configuration
2.5 Scheduled Scan

2.5 Scheduled Scan

The "Enable Scheduled Scan" check box must be disabled during runtime for PC stations
operating in process mode (runtime).

® Check box "Enable Scheduled Scan": Disabled

Scheduled Scan Settings (7 I

" Enable Scheduled Scan

Schedule

- D aily

T weekly, every ’m
@ Monthly, on day 'El

Stark time: lﬁ: 'El

Scan Target

Al scannzable files
% Use IntelliScan - all essential file tupes

" Scan files with the following extensions (use cormmas to separate entries):

ACE,. AR, ASP,.BAT, BIN,.BOO, CAB, .CHM, CLA,.CLASS,.COM, C5C, DAT,.DLL,.DOC, DOT,. -
DRY,.EML, EXE,.GZ,.HLP, HTA, HTM, HTML, HTT,.INI, JAR,.]S, JSE, LNK, LZH, .MDB, .MPD,.MPP,,
MPT, M3G, MSO, NWS, .0CK, .OFT,.O%L, POF,.PHP, PIF,.PL, POT, .PPS,.PPT,.PRC, RAR, REG, RT
F,.SCR,.5HS,.51S,.TAR, VBE,.VBE, VS0, VS5, VST, VXD, WHL, WSF,.xLA, %LS, ¥LT, XML,.Z,. *|

W scan cornpressed files:

Layars to scan: |2 T

[7~20 layers are not applicable to Windows NT/2000/ 2P/ Server 2003 dients.]

Enable Exclusion list

Scan memory [(not applicable to Windows NT/ 2000/ 2P/ Server 2003 dients)

Scan boot area

I Y I e

Scan for Spyware/Grayware

Figure 2-4  Dialog box "Scheduled search settings"

Trend Micro Office Scan configuration V7.3 including Patch 2
Commissioning Manual, 08/2009, A5SE02634981-01 13



Configuration

2.6 Client Privileges and Settings

2.6 Client Privileges and Settings

Setting in the "Client Privileges and Settings" dialog box

The following areas must be disabled:
"Antivirus", "Mail Scan", "Toolbox", "Proxy Settings" and "Update Privileges"

e "Display Mail Scan tab" check box: Disabled

e "Display Toolbox tab" check box: Disabled

e "Allow the client user to configure proxy settings" check box: Disabled
e "Perform 'Update Now!"™ check box: Disabled

e "Enable scheduled update" check box: Disabled

g Y
Client Privileges and Settings (7 I
Give selected clients the privilege to modify the follawing settings:
Antivirus
[ Manual Scan settings I Stop Scheduled Scan
[ scheduled Scan settings [ Enable roaming mode
[ Real-time Scan settings
Mail Scan
I Dizplay rmail scan tab
v Installfupgrade POP3 mail scan module
[¥ Real-tirme POP3 rmail scan zatting
v Installfupgrade Qutlack mail scan rodule
¥ Run Cutlock folder scan
Toolbox
I Display Toolbox tab
rd Installfupgrade wWireless Protection Manager
¥ Run wireless Protection Manager
[¥ Install CheckPoint SecureClient support
Proxy Setting
™ Allow the diznt user ko configure proxy settings I
Update Privileges
[ perfarm "Update Mow!"
" Enable scheduled update
(Select this check box to make the Scheduled Update option visible on the cient;
otherwise, the option will not be wvisible,)
-

Figure 2-5  "Client Privileges and Settings" dialog box: Figure 1 of 2

Trend Micro Office Scan configuration V7.3 including Patch 2
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Configuration
2.6 Client Privileges and Settings

"Update settings" area

® Check box "Enable Scheduled Update": Disabled
® Check box "Forbid program upgrade and hot fix deployment": Enabled

=
Update Settings

" Cownload from the Trend Micro Activellpdate Server
[T Enable zcheduled update

¥ Forbid program upgrade and hot fix deployment

(Select this check box ta allow clients to perforrn only component updates)
I At 2z Update Agent

[(For Windows NT/2000/%P/Server 2003 dients anly)

Uninstallation

& Allow the client user to uninstall OfficeScan client

w Require a password for the dient user to uninstall OfficeScan client

Password: I
Confirmm Password: I
Unloading

7 Allow the dient user o unload OfficeSean client

C Require a password for the client user to unload OfficeScan client
FPazsword: I

Confirmm Password: I

Client Security
& High

Restrict access privileges to OfficeScan client files and registries
 Normal

Retain norrmal access privileges to OfficeScan dient files and registries

Save Apply to All Cancel

Figure 2-6

"Client Privileges and Settings" dialog box: Figure 2 of 2

Trend Micro Office Scan configuration V7.3 including Patch 2
Commissioning Manual, 08/2009, ASE02634981-01
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Configuration

2.7 Global Client Seftings

2.7 Global Client Settings

Settings in the "Global Client Settings" dialog box
The global settings relate to all virus scan clients registered on the virus scan server.
"Alert Settings" area
e "Show the OfficeScan splash screen at startup" check box: Disabled
® Check box "Show the alert icon on the Windows taskbar, if ...": Disabled

TREND MICRO™OfficeScan™ LRToR "1 Helo =] Yy
. -
é‘,‘k Global Client Settings T —
h‘zy Configure advancad settings for all OfficeScan clisnts on your natwark,
L
Scan Settings
2 Configure Scan Settings for large compressed files.
» Summary

Do not scan if extracted size |5 over |2 Me,

Duthreak Prevention Scan the first I'.l oo filaz in the compreszad file,

¥ Virus Outbreak Monitor I Claan cormprassad filus
~ Clients W sean upto |3 x| OLE layer(s).
Scan Options [T Add Manual Scan to the Windows shorteut menu on dients,
Client Privilege [T Enable Damage Cleanup Sarvices to clean Spyware/Grapware. (running applications only)
Export/Import [" Enable Ganersl Spyware/Grayware axclugion list, £l =
scan Now FF Erable Criticsl SpuvsreiGrayware exclusion list ']J
I

-:I‘*.."-'_Tlr' !"‘T"J conge Exclude the OfficaScan server datasbase folder from Resl-tirme Scan,
Uninstall Clisnts
View Status

Alert Settings

[T Show the OfficeScan splash screen at startup,

Motify Install

Remote Install
[~ show the alert icon on the Windows taskbar if the virus pattern file iz not updated

aftar | 14 = | day(s)

Verify Connection

Slabal Client Sethings

¥ Cisco NAC
¥ Adrinistration Scheduled Clean Settings
* Updatas [T Enable scheduled cesn:

* Logs & Hours: every |1 I k(=)
* Tools o Days: avary |1 _=lday(s)

Figure 2-7  Dialog box "General client settings"

Trend Micro Office Scan configuration V7.3 including Patch 2
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Configuration
2.8 Client Update

2.8 Client Update

Information on updates

Do not perform an update of the virus scan engine in process mode (runtime) because some
updates require a reboot of the virus scan client.

Settings in the "Client Update" dialog box
"Update Source" area

e Option button "Standard update source (update from Office Server)": Enabled

TREND MICRO™OfficeScan™ Leaof | [relp =] & mRene
I _ . -
g —| Update Source L]
& :
h_-'.l You can select certain diznts to update from a sounce other than the OfficeScan serer, The
alternate update source can be an update agent or an Adivellpdate server.

# standard updsate zource (update from OfficeScan Server)
' Custormized Update Source

b =ummary I~ Update from OfficeScan servar if all customized sources are not available or not found

Dutbreak Prewention
Customized update sowce list

Wirus Outhreak Manitor

» Clients > i = ]
~ ~ K add & Edit  filf Dalete [S¢Movs
¥ Cisco NAC
) client 1p;
» Administration T orde e Update Source
fram ko
~ Updates
i pdd FEdit il Delete b Move
Server Update ¥

Client Deployr it .
Slient Deploymen Mew settings will take asffect on clients after notification.
Update Source

Autarnatic Deployrment i |

Manual Deployment 'rl

Figure 2-8  "Client Update" dialog box: "Update Source" area

Trend Micro Office Scan configuration V7.3 including Patch 2
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Configuration

2.8 Client Update

"Automatic Deployment" area

e "Deploy to clients immediately after OfficeScan server downloads a new component"
check box: Disabled

® "Deploy to clients for OfficeScan clients only and excluding rooming clients when they are
restarted)" check box: Disabled

Legoff | [Help

-
Automatic Deployment Q =]

OfficeScan can perform cient updates of all cormponents when certain events aceur ar by
sehedule,

Event-triggered Deployment

F Summa
FY [T beploy to clients immediately after the OfficeScan server downloads a new component.

v Qutbreak Prevention
b \irus Qutbreak Monitor

[T Indude roaming client(s)

¥ Clients G Dreploy to clients for OfficeScan dients only and excuding roaming dients when they are
- rastartad,
¥ Cisco NAC
* fAdministration Scan the computer after update (Only for Windows NT/ 2000/%P/ Server 2003 dients exduding

roarming dients.)

~ Updates # parform Cleanup Mow and Scan Mow

_ServerUpdate |  perform Cleanup Now
__Client Deployment |

Update Source
Deployment Schedule

Autornstic Deployrment
Marual Deployment
Scheduled deployment (dient scheduled update) from the OfficeScan server or a customized
Update Agent update source. You must enable scheduled update on the Clienk Privileges screen far these
A R zettings to take =ffect,

Rallback
F L.ug.s o Minutes, every |='J".- r i rrlnute(s) .
* Tools »
' Hours, avary I‘- j' hour(s)

o Craily

Time: start I':lﬂ ',,] Iﬂ depley for a period ofm hours]
c Weakly, every I Sunday -I

a

Figure 2-9  "Client Update" dialog box: "Automatic Deployment" area

Trend Micro Office Scan configuration V7.3 including Patch 2
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Configuration

"Manual Deployment" area

e Option button "Manually select clients": Enabled

2.8 Client Update

‘o

- 'TREND MICRO™OfficeScan™

Lea Off | [Help

] 3y rE

L=

]

"

L

*

Summary

Outhreak Pravention
Virus Dutbreak Monitor
Clients

Cisco N&C

administration

~ Updates

»

Figure 2-10

Server Update

Client Deplayment
Update Source
Autornstic Deployrment
Marual Deployment
Updata dgant
Rallback

Logs

Taols

Manual Deployment

o

Wou can manually update all camponents to clients, Components will be updated according te

the lizt below,

Componant
AntiviFus

Virus pattarn
Client program for Windows HT/ 2000/ 5P/ Server
2003

Scan engine for Windaws NT/ 2000/ KP/ Sermver
2003

Climnt program for Windows 95/98/Me
Scan engine for Windows 9598/ Ma

Client program for Windows XP/Server 2003 an
%64 architectura

Scan engine for Windows ¥PfSarvar 2002 on
w64 architecture

Client pragram for Windows RP/Server 2003 on
1464 architacture

Scan engine for Windows KPR Server 2003 on
[£54 architacture

SErer program
SpywarafGraywara Scan pattern
Damage Cleanup Servicas

Damage Cleanup termplate
Spyware/Grepvere Clesnup pathern
Damage Cleanup engine

Cisco NAT

Cisco Trust Agent

Varsion dvailable

4,299.00
7,3

8,320.1003

7.3
8,320.1003

7.3
8.310.1002
7.3

B.310.1002

7.3
0.462.00

694
21&
S.0.1092

2,00

Last Updata

27:02,

04.12,

04,12,
04,12,

04,12,

04,12,

04.12,

04.12,

20.12.

04.12,
22.02:

04.12.
04.12,
04,12,

04.12,

2007 04153140

2006 1314533

2006 13147132

2005 13145133
2006 1347135

2006 13:45:33

2005 13147141

2008 13:45:33

2006 15140117

2006 13:45:33
2007 1015434

2006 13:145:33
2008 13i4353:33
2006 13153151

2006 13145142

Update Target
T select dients with out-of-date cofnponants

™ indude raarming cient(z)

o Manually select cdients

Zal

Trend Micro Office Scan configuration V7.3 including Patch 2
Commissioning Manual, 08/2009, ASE02634981-01
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Configuration

2.9 Logs

2.9 Logs

Check the deployment of the virus signatures in the dialog box "Client update logs"

TREND MICRO™OfficeScan™ Loaoff | [Help -] fd,TReND

o
: - -
é‘k Client Update Logs L 2] —
H“J Last Client Update: 27,02, 2007 10:17:09 Dizplay results per page: |10 =
-
7
-
+7 Export o CSW Total: 56 recards, W 4 page |1 af 1o Go| » m
Tirne/Date Updste Components Progress Dretail
b Sumimary 27.02.2007 10417109 Virus pattern | 4 WView View
¢ Outbreak Prevention 27.02.2007 04139110 Virus pattermn | Wiew View
27,02, 2007 0459104 Wirus pattern ey Wigw
b Virus Outhreak Monitor == e s -
= 26,025 23135100 Virus pattern Wiew Vigw
b Cliants 23,02 12106124  Virus patiern 1 iy Vigw
b Cisco NAC 22.02.2 22136151 Virus pattem 1 View YViaw
v Administration 22.02.2 14146120 Wirns pattermn | View Wi
- Updates 22,02 702102144 Wirus pattern | 4,1 View Yiew
21.02 23134154 Virus pattemn 1 4. WView View
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Figure 2-11  "Client Update Logs" dialog box
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